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MporpaMmmHbIn kKomnnekc CK-11

"MporpammHbIn komnnekc CK-11" — 310 obLee Ha3BaHve
VH(OPMaLMOHHO-TEXHUYECKOM NNAaTOPMbl C M3MEHsIEMbIM HABopoMm
NPUINOXEHUA ANA CO34aHUS aBTOMATU3UPOBAHHbIX CUCTEM
onepaTMBHO-ANCNETYEPCKOro, TEXHOSOrMYECKOro U CUTYaLIMOHHOIO
yrnpaBrieHns o6beKkTamu anekTpoaHepreTkn. CocTtaB NPUNoXeHui
3aBUCUT OT Kpyra 3agay, peLLlaeMblX LLEHTPOM yrpaBrieHus, U MOXeT
MEHSITbCS B NpoLecce 3KcniyaTaumu.

MpunoxeHus paboTatoT C MCMOSNb30BaHNEM VHTErPALIMOHHON
cepsepHon nnatdopmbl CK-11 nog ynpasnenvem OC Astra Linux ¢
ncnonb3oBaHvem BcTpoeHHon CYB/] PostgreSQL.

B HacTosiLLEM TOME NpuBEAEHO ONUCaHKE NPUIIOXEHNA
"KoMmMyHuKaLmMoHHaa cryxba" — nporpamma gns 3BM
"CK11.Communication Service+".
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92AMANEKTPMUK
ABTOpCKMe, UMyLLeCTBEeHHbIe NpaBa U o6lwme NonoXKeHUsA No UCNONb30BaHUIO AOKYMEHTA

HacTtosiumii OKYMEHT NnepecmaTpruBaeTCs Ha PeryrnsipHo OCHOBE C BHECEHMEM BCEX HEODXOANMbIX UCIPABNEHNIA 1
JOMNONMHEHMWI B CneaytoLme BbINyCcKM.

MpeanpuyHATEI BCe Mepbl ANs Toro, Ytobbl coaepallascs 3aecb nHdopmauns Gbina MmakcMMmanbHO akTyanbHOW 1
TOYHON, TEM HE MeHee, KomnaHusa MoHUTOp ONEKTPUK He HECET OTBETCTBEHHOCTY 3a OLUMOKM NN YNYLLEH WS, a TaKxXe
3a nmobon ywep6, NPUUMHEHHBIV B pe3yrnbTaTe UCNONb30BaHUA coaepXKallencs 3aecb nHdopmaumm.

O TEXHUYECKUX HETOYHOCTSIX MU oneYyaTkax Bbl MOXeTe coobumTs B Cnyxkby TexHuueckoin nogaepxku MoHutop
OnekTpuk. Mbl 6yaem paabl BalMM 3aMeYaHusM 1 NPeaioKEeHNUsIM.

CopaepxaHune AaHHOro JOKyMeEHTa MOXeT OblTb M3MeHeEHO 6e3 npeaBapuUTeENnsLHOro yBegomneHus. Nepeq,
Mcnonb3oBaHMeM yoeanTech, YTO 3TO akTyanbHas BEpPCUS, COOTBETCTBYIOLLIASE BEPCUMM UCMONb3YIOLLENCst cucTemMbl. [ns
Nomy4eHNs akTyanbHON BEPCUN Bbl MOXeTe obpatmTbCca No agpecaM, ykasaHHbIM Ha cante www.monitel.ru.
[aHHbBIN JOKYMEHT coaepXuT nHcopmauuio, Kotopas ABAseTCa KoHUAeHUMansHoW u npuHaanexuT MoHuTop
OnekTpuk. Bce npaBa 3awmiueHbl. He gonyckaeTcs konupoBaHue, nepegava, pacnpoctpaHeHme n uHoe
pasrnalleHue cogepaHusi 4aHHOTo AOKYMEHTA, a TakXKe, MobbIX BblAEPXKEK N3 HEro TpeTbum nuuam 6e3
nMcbMeHHOro paspelleHns MoHuTop OnekTpuk. HapylumTenu HecyT OTBETCTBEHHOCTL 3a yllepb B COOTBETCTBUM C
3aKOHOM.

HasBaHus NpoayKTOB M KOMMAHWIA, YNIOMSIHYTbIE 34€Ch, MOTYT SIBNSITbCSA TOProBbIMM MapkaMu COOTBETCTBYHOLLMX
BnagenbLes.

Mpoaykunsa, onsa KoTopou pa3paboTaHa HacToALWAS AOKYMEHTaUmMs (QOKYMEHT) ABMAETCH CMOXHBIM NMPUKNaaHbIM
nporpamMHbiM obecrneyeHnem, kotopoe fanee dyaet umeHoBaTbCs «1porpaMmMHbIN NPOAYKTY.

KomnaHusa MoHuTOp SnekTpuk octaBnseT 3a cobor npaBo BHECEHUNS MOObIX UI3MEHEHUI B HACTOSALLYIO
OOKyMeHTauuo.

MapaHTHA

KomnaHus MoHuTOp ONeKTpuk rapaHTMpyeT yCTpaHEHWE BbiSIBNEHHbIX B [IporpaMMHOM npoaykTe AedeKkToB.
WcnpaeneHHble Bepcun NporpaMMHOro npoaykTa npeAocTaBnsiioTcs B BUAe OOHOBMNEHNS.

JedekTom npnsHaéTtcsa oTkNoHeHne dyHKLMoHanbHoOCTK MNporpamMHOro npoaykTa OT COOTBETCTBYIOLLETNO ONUCaHUS,
NpuBEAEHHOIO B HACTOSILLEW AOKYMEHTauuu, NpensTCTByoLee HopManbHOW 3KkcnnyaTaumm MNporpaMmMHOro NnpoaykTa,
npw ycnosun cobnioaeHns TpeboBaHUN K opraHu3auny sKkcnnyaTaumm, NpUBeAEHHbLIX B HACTOSILLEN JOKYMEHTaLMM.
[onyckaeTcsa HecylleCTBeHHOE pasnuune akTM4eckon yHKLMOoHanbHOCTM MNporpamMHOro npoaykTa n onmcaHus,
NpuBEeAEHHOINO B HACTOSILLEN JOKYMEHTALMM, NPU YCITOBUK, YTO 3TO HE BNUSET 3HaUMMbIM 06pa3om Ha npolecc
akcnnyatauyuu.

MpaBuna 6e3onacHou aKkcnnyaTauuMm M orpaHU4YeHUe OTBETCTBEHHOCTU

MporpammHbIN NPOAYKT PYHKLIMOHMPYET B COCTaBe CUCTEMBbI, BKITIOYatoLWen MoMmmmMo camoro lNMporpaMmmHOro npoaykta
KOMMbIOTEPHOE annapatHoe obecnevyeHne, CUCTEMHOE 1 cneumanbHoe NnporpaMMHoe obecrneyeHune, CerMmeHTbI
BbIYMCIUTENBHON CETU — faniee COBMECTHO MMeHyeMble UHpacTpykTypoli. CoBpeMeHHas MHGpacTpykTypa, B
KOTOpOW chyHKLMOHUPYET MporpamMmMHBbIvi NPOAYKT, BKIKOYAET CNOXHOE annapaTtHoe U nporpaMmHoe obecnevyeHue,
KOTOPOE MOXET MOAEPHU3NPOBaTbCs M 06HOBNATLCA He3aBucumo oT MNMporpammHoro npoaykTa. lNoatomy ans
6e3onacHon n 6ecnepeboriHon akcnnyaTauuu lNMporpaMmMHOro NnpoaykTa nepes BBOAOM €ro B MOCTOSIHHYIO
aKcnnyatauuio JormkHa 6biTb paspaboTtaHa akcnnyaTaunmoHHas 4OKYMeHTaumsa Ha cucTemy B uenom. Hacroswmin
OOKYMEHT npefHa3HayeH ansa obneryeHns nonb3oBaTento (3KCNyaTpylLLen opraHndauumn) 3agadm paspaboTtku
COBCTBEHHOW 3KCMyaTaLMOHHOW AOKYMEHTaumMm Ha CUCTEMY.

[ns nosblweHnsa 6esonacHocTn n 6ecnepebonHOCTM aKkcnyaTaumum cuctem Ha 6ase MNporpammHoOro npoaykTa
HEeo6X04MMO BbINOMHSATL CreayloLLe OCHOBHbIE Tpeb0BaHMA NO opraHu3auuy akcnnyatauum (apyrme TpeboBaHust n
peKkomMeHAaumMmn MOryT cCoAepXaTbCsi B COOTBETCTBYIOLLMX pasaenax AoKyMeHTa):

* Peanusauus v akcnnyatauyusi aBTOMaTM3MpOBaHHbIX CUCTEM, B COCTaBe KOTOPbIX OYyHKLIMOHMPYET [porpaMmHbIN
NPOAYKT, OMKHbI OCYLLECTBNSATLCA HA OCHOBE NPOEKTHON AOKYMEHTaLUMK, Npy paspaboTke KOTOpon npopaboTaHsbl
M COrnacoBaHbl C 3KCNNyaTUPYOLLE opraHu3auuen Bce BONPOChl COBMECTUMOCTU U MHTErpaLMm KOMMOHEHTOB,
BKkrtoyas MNporpaMMHbIN NPOAYKT.

» QkcnnyaTtauusi NMporpaMMHOro npoaykTa AoMKHA NPOBOAMTLCSl B COOTBETCTBUM C 3KCNMyaTaLMOHHOW
OOKyMeHTauuen akcnnyaTupyloLlei opraHmsaumm, a Takxke pekomeHgauusamum Cnyk6bl TexHMUYecko NoaaEPXKKN
MoHuTOp SnekTpuk.
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* B akcnnyaTauMoHHON AOKyMEHTauun AOMKeH ObiTb ONMcaH MexaHU3M B3anMOAENCTBUS CneuuanncTos
3KCMNIyaTupytoLwen opraHnsaumm (agMUHUCTpaTopbl, Nonb3oBatenu) co Cnyx6on TexHn4eckon NoanepKKN
MoHuTOp SneKkTpuK, BKNoYas pernaMeHT BbIMOMHEHUS PEKOMEHAALMIA 1 NOATOTOBKU OTBETOB HAa 3anpochl
JononHuTenbHow MHdopmaumm Cnyxk6bl TexHUYeckon noaaepxkm MoHUTOp DNEKTPUK B X0A€ LUTATHOM
3KcnnyaTauumn 1 ycTpaHeHust HapylieHuii B paboTe MNporpamMHoro npoaykra.

» 3anpeLleHo MCnonb30BaHMe HELLTaTHbIX CPEACTB, HE BXOASLLUMX B cocTaB [porpaMMHOro npoaykta unu He
OMUCaHHbIX B 3KCMNNyaTaUMOHHOW AOKYMEHTauuu, B TOM YNCIE UHCTPYMEHTOB Ansl BHECEHUSI U3MEHEHWI B 6a3bl
AaHHbIX [IporpaMMHOro npoaykTa.

» AnnapaTHoe obecnedeHne, cMCTeMHoe nNporpammHoe obecnedeHne, BHELLHEE NpOrpaMMHoe obecrneveHme,
B3amMogencTeyoLlee ¢ lNMporpaMmmMHbIM NPOAYKTOM unu paboTatowee Ha obLiein ¢ HAM annapaTtHow nnaTdopme, a
Takxe gpyrasa NT-uHdppacTtpykTypa, obecneunsatowasn paboty [porpamMHOro npoaykTta, AOMKHbI ObITe
COBMECTUMbI C 3KCNIyaTupyemon Bepcuen [porpammHoro npoaykta n dyHkUMoHupoBaTe 6e3 cboeB.

* B cooTBETCTBUM C 3KCNyaTaLMOHHOW JOKYMEHTALMEN N BHYTPEHHUMU pPErnamMmeHTamMm 3KCnnyaTupyoLLen
opraHusauuu, c onpeaenéHHon NepmoaMYHOCTLI0 AOIMKHbI BbINOMHATLCS crieaylowme npodmnaktmieckme
MeponpuaTus:

— nepesarpyska CepBEPOB U KITMEHTCKMUX paboumx CTaHLMI, HA KOTOPbIX YCTAHOBMEH MporpaMMHbIA NPOJYKT;

— YCTaHOBKA KPUTUYECKM BaXKHbIX OOHOBNEHUI CUCTEMHOIO NPOrpamMmmMHoro obecneyeHns, BHELHETO
nporpamMmmHoro obecneveHuns, B3ammogencraytowero ¢ lMporpaMmMHbIM NpoAyKTOM unu paboTatoLero Ha obLen ¢
HUM annapaTHON NnaTgopme;

—ob6HoBneHne aHTMBMpPYCHbIX B[] Ha cepBepax 1 KNMEHTCKMX pabounx CTaHUMSX, HA KOTOPbIX YCTaHOBINEH
[MporpaMmHbIN NPOAYKT;

— npoBepka u obecneyeHre JOCTaTONHOCTU annapaTHbIX PECYPCOB;

— NpoBepKa XXypHarnoB onepaunoHHON cuctemMbl 1 NMporpammMHOro NpoAykTa Ha Hanuume 3anncen ob owmbkax n
yCTpaHeHue NpUYNH X BO3HUKHOBEHUS;

— MOHUWTOPUHT KOppekTHoW paboTekl ceTeBoro obopynosaHus JIBC, koTopoe yyactByeT B 0OMeHe AaHHBIMUW MexXay
KOMnoHeHTamu [MporpaMMHOro NpoaykTa, a Takxke mexay NporpaMMHbIM NPOAYKTOM Y BHELLHUMU CUCTEMaMU.

* PernameHT (NepnmoauyYHoCTb, YCNOBUS) BbIMOMHEHMS NPOodMNakTMYecKux MeponpusTuii onpeaensieTcs
3KCMyaTUpYIoLLE opraHM3aLmein CaMmoCToSITENbHO B 3aBUCMMOCTY OT YCIOBUI 3KCMnyaTaumm ¢ y4EToM
pekoMeHAauni, NpUBEAEHHbIX B HACTOSALLEN JOKYMEHTALMK, N pekomeHaaumnin CrnyxObl TEXHUYECKON NOAAEPKKM
MoOHUTOp SNEKTPUK NPX UX HANUYNN.

* [Mpun ncnonb3osaHum MNporpamMmMHOro NPoaykTa ANs BbIMOMHEHNS BaXKHbIX ONepauuii, KOTopble MOTyT IPMBECTM K
BO3HUKHOBEHWIO 3HAUMTENbHbIX YObITKOB UMW CBA3a@HbI C PUCKaMu ANS XXU3HUW U 340POBbS MoAeN, NoNb3oBaTenb
lMporpammHoro npoaykTa AomkeH yoeanTbCcs B TOM, YTO [porpammHbI NPOAYKT M MHpacTpykTypa yHKLMOHUPYIOT
B LUTAaTHOM pexunme, 6e3 c6oeB, a nocne 3aBepLleHUst onepaumm — yoeanTsCcs B TOM, YTO OHa BbINOMHEHA
KOPPEKTHO.

* Bce 3Haunmble anst obecneveHmns 6esonacHoi akcnnyatauum NporpaMMHOro NpoaykTa pernameHTHblie onepauum
1 npodmnakTMyeckne MeponpusiTus, a Takxke dakTbl NPOBEPKM FOTOBHOCTA CUCTEMbI K BbIMONTHEHWNIO BaXKHbIX
onepaumin n akTbl YCNELUHOro BbIMONMHEHWS BaXXHbIX ONepauuin 4omMKHbI rkcMpoBaTbCs B ONepaTMBHOM XypHarne
aKkcnnyaTaunm Unu NoaTBEPXKAaTbCs APYTUM HaAEXHbBIM COCOOOM — Ha YCMOTPEHME 3KCMNyaTUpytoLLen
opraHusaumu. JkcnnyaTipylowas opraHm3auns AomKHa NpeAoCTaBnsATe KONUN 1 BbINMUCKYU U3 ONepaTuBHOIO
XypHana akcnnyatauuuy no 3anpocy Cryx6bl TexHuyeckon nogaepxkum MoHMTop SnekTpukK.

KomnaHua MoHUTOp OnekTpuKk He HECET OTBETCTBEHHOCTYU 3a YNYLLUEHHYIO 9KOHOMMWYECKYIO BbIroAy, YObITKM unu
npeTeH3nmn TpeTb X NnL, BKNtoYas niobble NpsiMble, KOCBEHHbIE, CnyvaiiHble, cneumanbHble, TMNUYHbIE UNn
BbITEKAOLLeE YObITKM (BKIIOYAS, HO HE OrPaHUYNBAsIChb, yTpaTy BO3MOXHOCTW NCMOMb30BaHMWS, NOTEPIO AaHHbIX UNN
npunbbinn, NnpekpaLleHne AesTenbHOCTM), NnponsoLweame npu niobon cxeme 0TBETCTBEHHOCTU, BO3HUKLLUNE
BCrNeACTBUE NCNOb30BaHUS UMM HEBO3MOXHOCTU UCMOMb30BaHWA [porpamMHOro npoaykTa, Aaxe ecnv o
BO3MO>XHOCTU Takoro ywep6ba 6bino 3aseneHo.

© AO "MoHumop 3nekmpuk”, 2022



5 CK-11

1. HacTtponka KOMMYHUKaLUOHHOM CEeTH

CepBepHoe npuaoxeHne "KoMMyHMKauuMoHHas cayxba' no3BoasieT He3aBMCMMbIM
NPUNOXKEHUAM B pacnpesenéHHon cpege oOMeHMBaTbC JaHHbIMWU Apyr ¢ apyroMm. ObmeH
NPOUCXOANT aCUHXPOHHO, TO eCTb MPUIOXeHUs He 06f3aHbl paboTaTb OAHOBPEMEHHO.
CoobuweHnsa  [JOCTaBAAKOTCA rapaHTUPOBAHHO W TONbKO €AMHOXAbl, He3aBUCUMO OT
BO3MO>HbIX OLUIMOOK B CETU.

KoMMyHMWKaLmoHHast cnyxba NCnosb3yeTcs Ans Me>XypOBHEBO
CUHXPOHM3aUMKM Mogeny, obmeHa cratuctukori OC, obMeHa onepaTVMBHbLIMU
JaHHbIMU B KOPMOPATUBHOW CETU.

B otgenbHo B3siTom [L, >xenatowmm yyactBoBatb B obMeHe ¢ apyrumu [LL, HacTpanBaeTcs
KOMMYHMKaLWOHHas ceTb. HacTpolkn cetn onpeaenstoT ¢ kakumu [LL 1 no kakmm kaHanam
nepejaroTca JaHHble.

Mepesayy JaHHbIX MO TPAHCMOPTHLIM KaHazlaM KOMMYHMKaLMOHHas cayxba ocyllectBasert
nakeTHo. Eciv coobuieHmne 6onboe, KOMMYHUKALMOHHAsA cay>kba pasfennT ero Ha nopumm,
KOTOpble OyayT HanpaBieHbl B kaHal. Ha npuHMMatoweh CTOpOHe, COOTBETCTBEHHO,
noJslyyeHHble nopumm byayt cobpaHbl B 04HO coobLieHMe.

Korga KOMMyHMKaLMOHHaA CeTb HACTPOEeHa, KIMEHTCKOe MPUIOXKEHWE MOXET OTNpaBsATb
cooblyeHne yepe3 KOMMYHUKALNOHHYIO CyXOY C yKa3zaHMEM TONbKO LiesIeBOM OopraHmn3aLmm.
Ha cTopoHe opraHv3aumMm-npMémMHMKa KOMMYHWKaUMOHHaa cayxba, nonyums 13
TPaHCMOPTHOrO KaHasna cooblueHWe, onpejenser ero TN W NocblnaeT cobbiTne
COOTBETCTBYIOLLEMY MPUIOXKEHUIO, MOAMNCAHHOMY Ha 3TOT TN coobleHui. MNocre uero
NPUAOXKEHNE MOXET MPOYMTaTh NONyUYEHHOE COObLLEHNMe.

MpunoxeHune, 3aMHTepecoBaHHOE B ONpeAeEHHOM TUMe COODLEHNIN, MOXeT He paboTaTth B
MOMEHT, KOrja B OpraHv3auuio npuwno coobuieHne. B 3ToM cnyyae KOMMYHUKaLMOHHasA
cny>kba coxpaHaeT nosyyeHHoe cooblueHre B cBoeM dannoBom xpaHuauwe. MpunoxeHune
NoNyumnT cObbITHE NPU NOCAeAYIOLLEM MOAKIOUYEHUN Y NOAMMCKE.

B cnyuae Hannumsa HeKOppPeKTHbIX COODLLEHNI, TO eCTb COOBLLEHWIA, KOTOPbIE MO Kakon—-n1mbo
npuuvHe He yaaétca pa3obpaTb KOMMYHWUKAUMOHHOW cayxbe, Takve coobLeHWS
nepemeLlatoTcsa B AouepHUin katanor ¢dannosoro xpaHuamwa — “Invalid”. B xypHan paboTbl
cepBepHOro npuaoxenusa "KoMMyHMKauuoHHas cayxba” BbIBOAATCA COODLIEHUs O
NOJlyYeHUUN HEKOPPEKTHbIX COO0bLeHNn. B npunoxeHun "YnpasneHwe y3namu CK"
BbIBOANTCA WHAMKALMA HaANUMA HEKOPPEKTHbIX coobuieHnin ana naketa cepsepHoro [10
"MexypoBHeBbIn 0bMmeH" 1 cepBepHOro pecypca "KoMMyHMKaUMOHHaa cayxba"' B Buae
3Hauka npegynpexaeHus ' . [pn HaBegeHUMM Kypcopa Ha 3Hayok OyaeT nokasaHo
BCM/IbIBatOLLEe OKHO, cofepKalllee COObOLIeHNe O KOMYeCTBE HEKOPPEKTHbIX COOBLLEeHWN.
PekomeHayeTcs yaanaTb HEKOPpPeEKTHble COObLeHNs, cogepxalumecs B katanore "Invalid”.

XypHan (log-bavin) pacnonoxeH Ha cepBepe BO BAOXEHHOMW nanke Log
Katanora ycraHosku CK-11 no ymosaudaHuto.
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